o

)'_

AVOIN TIEDE
JA TUTKIMUS

Publication

Framework for Open Science and Research

Publisher Publication date
The Open Science and Research Initiative| 3 February2016
(ATT)

Author

The Open Sciencand Research Initiative (ATT)

Licence
(OO

This publication is licensed under theCreative Commons Attribution 4.0
International Public License

Distribution
A PDFHile can be downloaded atttp://openscience.fi/framework -for-open-science

Contact
http://openscience.fi
avointiede@postit.csc.fi



http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://avointiede.fi/
mailto:avointiede@postit.csc.fi

P . ' AVOIN TIEDE
4~ JA TUTKIMUS

Framework for Open Science and Research 3.2.2016 2 (49)

Content s

1. INTFOTUCTION oo 3
I T o= ox (SR 3
1.2, INtENAEA QUAIENCE ... .uuuuiiiiiiiiiiiiiiiiiiiitiiii bbb snennne 3
1.3. Open sCience and reSEAICN ..........uuuuiii i 4

2. Using the enterprise architecture method.........cccccvvvvviiiiiiiiiee 5

3. Architectural policies 7 contextual [eVel ..........cccccieiiiiiiiiice e, 7
3.1. Limitations and preconditionNsS ...........ccoiuuuiiiiiiiiieee e e e aaeens 7
3.2. Guiding architectures, projects and solutions............cccceeeieeeiiiiiiiiiii e, 8
3.3. Architectural PrinCIPIES.........cuuiuiiii e 10
3.4. Information security PrinCiPleS...........cooviiiiiiiiiiii 11

4.  Architectural policies i conceptual level .........ccoooiiii 13
4.1. Strategic poliCies fOr OPEN SCIENCE.........ccvvviiiiiiiiiiiiiiiiiieiieieeeeee e 13
4.2. The objectives of developing open science and research ..........ccccccvvvvveeen. 16
4.3, BUSINESS SEIVICES ...ceiiiiiiiiiiiiiiiiiiiieteieeeeeeteee ettt ettt et e e et et et e et et e e eeeeeeeaeeeeeraeeeeeeees 17
4.4, StAKENOIAEIS.....cciiiiiiiiiiiiiiiiiiiieeeeee e 20
4.5. Conceptual MOAEL.........ooouiiiiiii e 21

4.5.1. Key concepts and their relationShips ... 21
4.5.2. Research findings versus research OUtPUL..............oocviiiiiiii e 24
T Yor (0] 3= 1 o [ ] [ PP 25

5.  Architectural policies T logical evel ..........cccccoiiiiiiiiiiiiiiis 25

5.1. The main OPen SCIENCE PrOCESS .....cccevveiiiiieieeeeeeeeeiiiiiae e e e e e e eeeartea e e e e aaaeeannes 25
5.1.1. Key features of the ProCESS .......ccoiiiiiiiiiiii e 26

5.1.2. An open process accelerates NEW SCIENCE..........cccevveeviiiiiiiiiieeeeeeeeeeeeee 26

5.1.3. Planning resSearCh ... 27

5.1l 4. RESEBAICH ..ttt e e e a e e e e 27

5.1.5. Managing research OULPULS ........cccoeriiiiiiiii e, 28

5.1.6. Publication and diSSEMINALION ............uuiiiiiiiiiiiiiee e 29

5.1.7. Assessing fiNndiNgs ... 29

5.1.8. DISCOVEI QNG FEUSE ...eeeeiiiieiiiiieeee e e ettt e e e e e s stteee e e e e e s e sensteaeeeeaeeseasnnsnennenaeesannnnes 30

5.2. Decentralised architecture prinCiple ..........ccccccvviiiiii 30
5.3. Master data, Key information...............ooouiiiiiiii e 31
5.4. LogiCal data rESOUICES........ccuuiuiiiieeeeeeeeeeiee e e e e e et ee e e e e e e e e e aa e s e e e aeeaeanees 32
5.5. Application services and their configuration ...............cccoooeeiiiiiiiiii e 33
5.5.1. Logical application services that support open science and research................. 35

5.5.2. Application services identified as shared ServiCes..........cccoovvveeiiiiciiiireee s 43

5.6. Integration model and dataflows .............ccccviiiiiii 44

6. The initial state in @ nUEShell ..., 49
A N o o =] o [ o] = 49
APPROVED




I . . ' AVOIN TIEDE
Z~ JATUTKIMUS

Framework for Open Science and Research 3.2.2016 3 (49)
1. I ntroduction
1.1. Subject

This document describes tiramework forthe Open Science and Research Initia-

tive (ATT) using the enterprise architecture metblody. This target architecture

will guidethe national principles of openness that govern the data and services used
in science and research, the exchange of informatiorthandevelopment of-ser-

vices that support openness

'Framework for open scienameans a general description of the delsaehitecture
(target architecture) in the specified field. Tremeworkconfigures and defines the

key structural elements of the overall solution, without expressing a psetigmon

for example, implementation technology or any other details afmesnd imple-
mentation. Théramework for open scienaefines the framework in which shared

open science and research solutions will be designed and implemented, including its
components, information managemegplicatiors, and local services.

Thisframework for open scienagives an overview of how various actors' open sci-
ence and research process and serviceduding data, data structures, actors, roles
and IT systems will form an interoperable systeémthe target state. It seeks to
split fundions and technological components into logical entities in which only one
solution is developed for thene commorpurpose, and which seamlessly connect to
other services and existing implementations both nationally and at atkearcik or-
ganisations.

Operating models and solutions that promote open science and researcltehnuld
ply with this target architecture. When developing technologies and operating mod-
els for open science and research solutions and subsystems, desop&tsom-

pare their pantial solutios with this framework for open sciencand seek to ac-

quire or implement solutions that best fit the specified architectural objectives.

Theframeworkfor open science and research will be significantly linked to the en-
terprise architecturef institutions of higher education and research institutes, and
will also be partially connected to titemmonenterprise architectui public ad-
ministration.

1.2. Intended audience

This framework for open scienagescription is aimed at institutions of hgy educa-
tion andnationalresearch institutes; organisations and working groups that are de-
veloping national and shared models and solutions for open science and research;
and their partners.

This document can be used to develop interoperability betoam science and re-
search activities and services from different perspectives, such as processes, data,
and the exchange of information. This architecture should be applied at organisa-
tional level and, in particular, to meet the needs of open science.

Theroles in thisrameworkfor open science and research are:
1 The Open Science and Research Initiative (ATT)

o0 The Open Science and Research Initiative's own steering group, core
team, and action groups.
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1 Actors responsible for conducting and developing rebeatrnstitutions of
higher education and research institutes

o Key persons in research development, those responsible for develop-
ment projects, and project managers who are working to develop re-
search and its tools in projects whose development activitedi-a
rectly or indirectly linked to IT environment services

o Those who develop research processes and leadership processes

0 Supervisors who are responsible for research at institutions of higher
education and whose tasks include promaotiaghework for open
sciencen their units

o0 Main users of existing research IT systems at institutions of higher
education and other research organisations

o External thirdparty and privatesector service providers, partners and
subcontractors that provide research suppoviees to institutions of
higher education and other research organisations

1 Key persons in enterprise architecture and information management at insti-
tutions of higher education and research institutes

o Key persons responsible for information managementataltech-
nology solutions, such as information management directors and man-
agers

0 Key persons responsible for enterprise architecture activinesned
architects

o ICT project designers and technical responsible persons

1 National steering

0 Key persons in resech policy at the Ministry of Education and Cul-
ture from the perspective of interoperability and development in open
science and research.

In addition to the aforementioned, the target groups for this document include ser-
vice providers that offer resedr IT systems, and ICT, consulting, expert or develop-
ment services to institutions of higher education and reseagemisations

1.3. Open science and research

This framework for open sciendes beemlevelopeds part of the Open Science
and Research Initiae.

Open science means the use of open operating models in scientific research. The key
objective is to publish research outputs, along with the data and methods used, so
that they can be examined and used by all interested parties. Open science includes
practices such as open access publishing (of both publicatiomsssmaich daja
harnessing opesource software and open standards, and the public documentation

of research processes with 'memoing'.

Openness is a fundamental principle of science esearchMaximum openness
creates new opportunities for participating in science and research, not only for a

APPROVED




P ... ' AVOIN TIEDE
@ 2 JATUTKIMUS

Framework for Open Science and Research 3.2.2016 5 (49)

broad range of researchers but also for decisiakers and the general public. Open
science has become a globally significant way to promotedogghce itself and its

social impact. This is due to the opportunities generated by openness: more extensive
validation of researcfindings, transparency, and repeatability. However, for this
happen, people need widanging access to the publications, datasets, methods, ex-
pertise and support services generated by, and required for, research. This openness
should be reflected not only in datallectionand managemeibut also in research

and evaluation methods. Other people's interest in a study indicates its significance.
Scientific impact increases when results are extensively available.

2. Usi hhe enterprise architecture me

'Enterprisaarchitecture (EA)' means modelling, describing and desigypegations

data requirements, IT systems and technological solutions in accordance with a com-
mon model. Enterprise architecture ensures that requirements in differerit anebs

in particularoperationarequirement$ are holistically considered in the develop-

ment of all operations and ICT solutions. In practice, enterprise architecture consists
of the organisational configuration, description templates and architectural policies
drawn up onheir basis.

Enterprise architecture extends beyond simply describing IT sys$téraso de-
scribeshe reasons why the system is being implemented, what needs it addresses,
and what data is required for the purpose.

In order to ensure that solutions hakre correct functionality and scope, the enter-
prise architecture method is also configured in terna dfitecture domainsand
onconceptual levelgabstract levels).

1 Architecture domains:

0 BusinessArchitecture from the perspective of business andtom-
erships

o InformationArchitecture from the perspective of concepts, data, and
dataresources

o Application Architecturefrom the perspective tiie system

o TechnologyinfrastructureArchitecture from the perspective of tech-
nology, equipment artechnical solutions, and their maintenance

1 Levels of Abstraction(see e.g. TOGAF: Content metamodels)
o Contextualeveli WHY, within what limits
o Conceptual level WHAT

A For example, what data is required and for what purpose;
what are the kegperationalconcepts?

Logical leveli HOW

A For example, the logical configuration of daesourcesand
how data should be located within different systems.

Physical level WITH WHAT

e

@
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A For example, which physical databases will store the logical
dataresourceswhat will be implemented using files or docu-
ment management systems?

The Kartturi EA method used in the higher education sector (described below) has
been employed in this work:

Contextual Limabons and precondibons
Level - WHY, Specications governing archiechire — stakeholder architeciures
A

limits Informaton secunty and data profechon prnciples
Business Information Application _Technology
architecture architecture | architecture H infrastructure
architecture
I A Concept model T aysiem senices Technical requirements
Operational challenges, Roles
requerements and obpectives
Conceptual .
Level - WHAT SEmces
Stakeholders
Drganisason Master data Logical [T sysham = Technical components
Process stma Logical data warshouses Jff General senice stuchire e ooy on o oement
Lnghl:al Process oS Informaton fiows architecture
Level = HOW
Syshems-data warehouses Lowical nokwork diagrarm
Processes—data lems-progesses
o ration model
[ |
e | | 1\
Interfaces and connechons Technical choices
Physical
Level - WITH | data warshouses m portioho Physical network diagrarm
WHAT Code sets Senace-level objecives
Jl

.

1 L .4 i L |

In accordance with the Kartturi EA method, architectural work was launched by de-
fining which EA descriptions would be used in this particédamework for open
science As the subject of this enterprise architecture description is the taget-

work for open sciengehe focus has been on the sections that describe the objectives
of the diagram's upper section, in accordance with the Kartturi model. The following
diagram roughly models the sdlescriptions of the enterprise architecture (marked

in yellow).
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Limitations and precondiions

Contextual Specifications governing architecture — stakeholder architectures
Level “WHY,

within what limits

Information security and data protection principles

Business Information Application Technology
architecture architecture architecture infrastructure
“architecture
rateq Concept mode! ITs services Technical requirements
Operational challengss, Roles
C tual : s
Target state onceptua ]
B Level — WHAT Services
Initial Stakeholders
4 Organisation Master dafa Logical IT system — Technical components
Process list/m. Logical data warehouses [l 9eneral service structure WS-~ 5y management
Logical Process descriptions Information flows architecture
Level - HOW Systems-data warehouses Logical ok diaaram
Processes—data Systems-processes
\_ Integration model
4 N\
) Interfaces and connections Technical choices
Physical lﬁﬁ
Level - WITH Physical data warehouses System olio Physical network diagram
WHAT i i portf
| Code sets l Serwice—leval objectives ]
(. | 4

In the main, the current situation has only been identified with regarehteraluse
IT systems and any key technical IT systems already in existence at the outset.

3. Architecturialong elditeavied!s

3.1. Limitations and preconditions

Theframework for open sciender open science and research cannot cover all of
the subjets and properties relating to open science and research and its operating en-
vironment.

This framework for open sciendes been limited as follows:
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This is included in the RA for 0SaR This may be included with a
limited scope

= The reference architecture is common to all « Increasingly offering sector-specific research = We don't actively develop reference
research units and research financiers tools to researchers (publishers, new architectures for data administered by the

= Examine the entire research system and all of companies) — to what extent will this be Ministry of Social Affairs and Health, or
its actors included? architectures for the Ministry of the

= Consider existing architectures or EA « The Impact Working Group generates input Environment and other administrative
principles at an international level data for science and research impact sectors — we connect to them as the

+ Create a model in which intellectual capital indicators — the RA for OSaR ensures that solutions require
can be utilised for different purposes — make these indicators (KPIS) can be collected on = No support service architectures for research
data easily accessible in a usable format the basis of the reference architecture or research administration will be developed

= The reference architecture enables the « Research permit management — take within this reference architecture — the TUHA
development of research indicators and sensitive data into account through netwark is developing this area
measures of national impact. architecture — possibly generalised « The reference architecture does not express

an opinion on field-specific research
methods or data production methods

= In this work, no opinion is expressed on who
benefits from open research data and how it
is used to support social decision-making

« This work does not generate any common
benchmarks or indicators for research.

* In this work, a general-level concept model is
drawn up for master data categories —no
detailed data models

¢ This work does not express an opinion on
the assessment of science

This framework for open sciena@eates a highevel overview of the principlesp-
erations data, IT services and technology involved in open science and research. In
order to implement solutions, additional work will be required to further specify the
features described in thimsmework The key areas requiring further specification
when thisframework for open scienge updated are:

1 Core components that further specify concepts and master data
1 Dataresourcestructures

1 More details on how services and dataourcse will be divided between
centralised and decentralised solutions

More detaileddescriptions o&pplicationservices
More detailed descriptions of interfaces
The design of the integration solution.

Limitations and preconditions have been listed in more detappendix 1, EA ta-
bles.

3.2. Guiding architectures, projects and solutions

The area to be developed is connected to both legislation and a number of stake-
holder solutions, projects and architectures that must be considered during develop-
ment.

The following diagram shows the key stakeholder projects, solutions and architec-
tures that will affect theframework for open sciender open science and research.
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National, shared
guiding architectures

International guiding
architectures

National science guiding
architectures

OECD Open Science

Primary data resourc

Academy of Finland's recommendations

Research Data Alliance

Ministry of Finance's open data programme The Research Ethics Handbook

Open Science Researcher's Curriculum

National Digital Library Horizon2020 Good data management practices

ESF recommendations

National service architecture

Reform of the Archives Act

ri el
Education and Culturt sector

Gates Foundation funding

Data protection standards in Europe

PSI directive

INSPIRE di

DORCID

The Research Data Management Handbook

Research infrastructures

Comprehensive reform of state research institutes

and res funding

The key content ajuidingarchitectures is as follows. The 'Binding force' column

indicates whether the specifications for the solution in question should be considered

or must be complied with during development:

System, etc.

Guiding architectures Oblication Description, key content Organisation responsible
National, shared guiding architectures
Primary data resources Steering Population Information System, Busiftessation System, Land Informal Population Register Centre,

Finnish Patent and Registra-
tion Office

National Land Survey of Fin-
land

Ministry of Finance's open data programme

Ministry of Finance

National Digital Library

To be considered

The project is developing services and operating models that can be|
ate, manage, preserve and utilise cultural heritage materials. Interop|
tween systems storing different cultural heritage materials and the c:
the data contained within them will also be ensured.

Ministry of Education and
Culture

National service architecture

To be considered

The programme is creating the National Data Exchange Layer; the s|
vice views required by citizens, comgrathimsthorities; a new national e|
tronic identification solution; and national solutions to manage the ro
sponsibilities of organisations and natural persons.

Ministry of Finance

Reform of the Archives Act

Binding

The project is analysiag reforms relating to the Archives Act and Ded
is preparing a proposal for the revised legislation.

Ministry of Education and
Culture

Public administration EA

Binding

Public administration Enterprise Architecture:
https://www.avoindata.fi/data/en/datasgtigkeictpalvelur1-0

Education and Culture's target sector

Enterprise architecture principles in the Ministry of

Binding

Enterprise architecture principles that must be complied with in the
ucation and Culture's target sector.

Ministry of Education and
Culture

International quiding architectures

OECD Open Science

To be considered

Recommendations made in open science concepts and principles

OECD

Research Data Alliance

To be considered

Alliance, recommendations of different levels, such as defining perm|
fiers

Research Data Alliance

Open science researcher's Curriculum

To be considered

An extensive set of open science policies

Unesco

Horizon2020

Steering

A financial instrument used to fund research within the EU. Contains|
for example, open acqasslishing and guidelines for openness in rese|
general.

European Commission

ESF recommendations

To be considered

For example, instructions for using archives

European Science Founda-
tion

Gates Foundation funding

To be considered

The largest funder of science in the world. A very high level of open
quired to receive fundihgremely targeted in its funding of research

Gates Foundation

Data protection standards in Europe

To be considered

General guidelinespoatecting personal privacy in datasets. May also
restrict data usage

PSI directive

Binding

A directive that governs tuseeof publgector data

European Parliament

APPROVED



http://www.avoindata.fi/data/fi/dataset/jhka-yhteiset-ict-palvelut-v1-0
http://www.avoindata.fi/data/fi/dataset/jhka-yhteiset-ict-palvelut-v1-0

e ' AVOIN TIEDE
7= JATUTKIMUS

Framework for Open Science and Research 3.2.2016 10 (49)
ORCID To be considered An international method for identifying researchers. |
INSPIRE directive Binding The Infrastructure for Spatial Information in the European Communit| European Parliament
National scientific guiding architectures
Academy of Finland's recommendations Binding
The Research Ethics Handbook Steering The fundamentals of research ethics Finnish Advisory Board on
Research Integrity
Good data management practices Steering Largely a general principle Section 18 of the Act on the
Openness of Government
Activities
The Research Data Management Handbook Steering Also contains contractual models and processes for surrendering da| Finnish Social Science Data
Archive (FSD)
Research infrastructures Steering TheFinnish strategy and roadmap for research infrastrugteoeg 2iet4
fines the important national research infrastructures within the Finnis|
tem. It also lists Finnish actors' partnerships in the European Strateg
Research InfrastructEESFRI); international research infrastructures |
land has joined through (government) agreements; and local infrastri
tified as important by research organisations.
KOTUMO Roadmap To be considered Forging closer cooperatioringiitutions of higher education and resear Ministry of Education and
stitutes. A key objective of the KOTUMO Roadh241 2045 create the| Culture
best possible conditions in Finland for conducting research and inno
ties, and to strengthen the international arshiifitgact of Finnish scienc|
through cooperation, collating resources, and clearer task divisions.
support Finland's competitiveness, renewal in trade and commerce,
development.

Guidingarchitectures and projects are listed in greater detappendix 1, EA ta-
bles.

3.3. Architectural principles

Several key policies act as cornerstones for the design and implementation of open
science and research and its associated services and structdir@speaor ensuring
continued service provision. These policies have been collated into the following set
of architectural principles.

The architectural principles for open science and research are as follows:

The architecture considers the

entire lifecycle of research and Ihe architecture  creates

services that accelerate and

The architecture enables open the .Sata it generattes ] In;:ILUCtilng e I

access to research results and IS management, SO tha strengthen research at its very

core (self-correction
repeatability )

are permanent and reliably
available .

The reference architecture
supports  a layered , modular
and cost -effective  solution
model that utilises existing
components and can be
modified to meet the needs of
different scientific fields and
functions .

The reference architecture
creates specifications that can
be used to identify
unambiguous preconditions for
open science and research .
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These architectural principlesnphasses holisticcoveragé in the target state, the
largest possible percentage of the research process is open and accessible to the sci-
entific community.

Those developing and implementing open science and research activities and IT sys-
tems must consider tle#orementioned architectural principles in all development
activities.

These architectural principles are listed in greater detAippendix 1, EA tables.

3.4. Information security principles

Openness forms the basis for open science and research. This is to some extent also
reflected in information security principles. The overall challenges associated with
data protection and information security for solutions and operations primarily relate
to user identification, service use, limiting use of the data processed by services, and
monitoring data usage. The integrity and indisputably of source data are two infor-
mation security issues that require particular attention, and they must be properly
managed and ensured.

General information security principles have been defined on the basis of eight dif-
ferentsecurityperspectives:

1 Administrative security
Personnel security
Physical security
hardwaresecurity
Software security
Communications security

Data security

= =2 A4 A4 A4 A -

Operational security

Name Priority Description

Data protection
Personal privacy protection Critical Data relating to individuals will be protected at all procesg

Anonymisation important | Generalise research dataseil be anonymised so that indi
als cannot be identified if the datasedeAlternatively, peop
are separated from their data so that it is impossible to id
person on the basis of the research data alone without aq
populatioregister.

Consent management Critical User rights for personal information are verified by a com
system of consent management in the use and surrender

Administrative security

Classification and risk assessment Critical Information is classified according to its sensitivity and an
sessment of the consequences of a leak

Reporting anomalies in information security Critical Anomalies in information security are reported and appro
measures are taken

Assigning roles important | Assigning roles. Service users have clearly assigned role
owner, responsible leader, member).
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Reliable actors important | Organisations that store important sensitive data or operg
provide agreed servigiesuld adhere to best practices in inf
mation securitfor example, they must meetqieemined crit
ria set by certification organisations (ISO 27001 standard

guidelines).

Service level agreements important | Service providers' tasks baea defined in the service agre
ment.

Personnel security

Training for service users important | Users must understand the environment's usage policies
own role in ensuring information security, and sign agree
this effect.

Reliable and certified service administra- important | Administrators must understand the sensitive nature of th

tors act accordinghidministrators sign-d@tlosure agreements.

Organisation's responsibility for personnel important | The organisation has appropriate personnel recruitment g

competence and tasks nation processes, and personnel have sufficient compete
their tasks

Dangerous task combinations Critical Dangerous task combinations must be identified and avo

ambiguous cases, the use gidvgpn teams is recommende

Physical security

The service provider must make adequate Critical Access to technical and maintenance areas must be app
provisions for physical security controlled.

Communications security

Sensitive data cannot be transferred out of Critical Technical solutions are used to prevent the unauthorised
a protected environment data out of a protected environRezatinal agreements are
to manageesidual risk

Encrypted connections and data transfer Critical All communications connections are appropriately encryp

channels

Communications and service use logged important | The service must be adequately logged and analysed. Lo
be treated as sensitive data anditigipreservation must be
ensured.

Contacting services important | The service can only be used from an identified IP addre

may be grantegpropriate access to a protected environm
the basis of a risk evaluation

Real-time detection of information security important | Realtime IDS (Intrusion Detection System).
anomalies

Hardware security

Data transfer important | Sensitive materials can be transferred only between trust
mentsThe integrity of the trust chain is maintained.

Safeguarding the trust chain Critical Only contacts from provenly reliable systems will be pern|

Equipment security important | Organisations must ensure the appropriat¢catatelmfor-
mation security of their equipment.

Decommissioning equipment important | Information security must be ensured in the decommissio
equipment.

Software security

Software information security Critical New software is tested in a test environment before its in
and all information security updates are made without del

User software Critical The risks associated with software and virtual macdinesd
into the environment by users should be assessedimn a ¢
case basis.

System updates important | Operating systems and software are regularly updated. A

ble organisation has been appointed
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Data security

Continuity and recovery plans important | Continuity and recovery plans consider the sensitivity of d
seek to protect it under all circumstances.

Recording the surrender of sensitive mate- important | The transferer must keep records of the surrendensitiaey
rials data, and these records must be preserved in the agreed
Surrendering required data important | Unless there are restrictions relating to information securi

right, the data that can be surrendered for research shoul
needlessly restricted.

Operational security

Reliable identification Critical Users are reliably and fully identified in a standardised m
areas of the service.

Unique user IDs Critical All user authorisations are granted on the basis of a user’
ers are linked to their roles using a persohallis also or-
ganisatieapecific

Virus and malware IDs Critical The environment's servers are automatically scanned for
and malware.

Security regulations for the use of confidential data are described in more detail in
the Framework for open scienéer Using Sensitive Data in Research. Several of the
most important principles have been collated below.

Sensitive dataneans data that is, for example:

1 classified no higher than protection level Il or IV according to Section 9
of Government Decree 681/2010

1 a confidential official document as specified in Section 24 of Govern-
ment Decree 621/1999

1 sensitive data as specifiedSection 11 of the Personal Data Act
(523/199)

i data relating to samples and their processing as specified in Section 3 of
the Biobank Act (688/2012)

1 data about associations and foundations collected by Statistics Finland,
excluding the public data spied in Section 18 of the Statistics Act
(280/2004)

Services that handle sensitive data must ensure that personal privacy, trade secrets
and information security are not compromised.

Information security principles and regulations are described in gredétail in
Appendix 1, EA tables.

4. Architecturixzlongelpitawiads | ev el

4.1. Strategic policies for open science

This framework for open sciensipports the key strategies and principles of open
science and research that are described in the Open Science and Research Handbook.
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Science belongs to everyone. Science can be democratised and its impact increased
through the use of new operating misdier open science and research. The digitali-
sation and opening up of the research process creates new opportunities for coopera-
tion and communication, not only for researchers but for everyone who is interested
in research. Openness provides potentiatfange. A key aspect of this change is

to ensure that upcoming young researchers working outside research infrastructures
have equal opportunities to access data. Openness gives everyone a principled op-
portunity to engage in research, criticise or affrasearcHindings, and promote re-
search in accordance with their abilities. This increases people's trust in science and
boosts corporate activities, but increasing critical thinking and scientific literacy in
society are equally important.

Openness in g&nce has always sought to promote high quality and good practice,
and to prevent lovguality and counterfeit research. The smlfrecting nature of sci-
ence requires transparency and repeatability in research. Openness improves the
quality of research, agpenly availabldindings and data enable scientific observa-
tions to be questioned and verified. In this way, science advances and corrects itself
more rapidly and with fewer overlaps. With the aid of open science and research, we
seek to promote sustalility, usability, access and trust in research. Ethical open-
ness should be the natural default in research. Redeadsigs and data should be
easily discoverable and accessible in the long term as well.

Best practices to promote open science and r@seansist of common, binding eth-
ical guidelines for research; good methods for managing research data; and basic
principles for openness, including recommendations that expand on them. In 2012,
the Finnish Advisory Board on Research Integrity (TENK), Wwhi@s appointed by

the Ministry of Education and Culture, worked with the Finnish research community
to update its ethical guidelines on good scientific practices and how to handle any
suspected violations.

Open science and research is a continuum tharsdooth working culture and the

entire research process. Research data, along with its associated expertise and under-
standing, is divided among a variety of actors, networks and communities within the
research system. In such a system, we can increaseegseboth internallly by

opening up and jointly developing research management processes and operating
modelsi and externally, by opening up the entire process and its parts to other re-
searchers and society as a whole, thereby giving others the cbarsgedata, meth-

ods andindings.

Openness and wethanaged researdimdings lead to higkquality operations and

results: honesty, diligence, and accuracy. The same naturally goes for research data,
for which the characteristics of high quality also i usability and availability,

integrity and accuracy, openness and confidentiality. -gigllity data is a central
requirement for the good management of research data. When research data is well
managed, data is not altered without reason, data onwpted or lost during pro-
cessing, and the accuracy and quality of data can be relied upon. These are absolutes
that cannot be compromised without justification. However, measures to ensure data
guality and accuracy should always be scaled to thesdagmificance and im-

portance. The greater the importance of the data, the greater the effort that should go
into ensuring quality and accuracy. How data is managed depends on what it is being
used for, and thorough documentation and description is inmporta

In addition to the above, strategic policies that steer science and research have also
been described in:
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1 The Government Programme Finland, a land of solutiégsggeement on the
new Government Programme reacheith://valtioneuvosto.fi/docu-
ments/10184/1427398/Ratkaisujen+Suomi_EN_YHDIS-

TETTY_ netti.pdf/8d2e1a6€24a40738303ee3127fbfcac

o iMor e ef fwilbetmade of tha resdurces of science and re-
search. The effectiveness and commercialisation of reskadaings
will be strengthened. The profiles and respective responsibilities of
higher education institutions and research institutes will be clarified
and cooperation between them will be increased. Knowledge and ex-
pertise will be pooled in competitive centreseatellence. Higher ed-
ucation institutions and research institutes will be required to produce
a proposal on their respective res|
search unitsdéd closer cooperation. |
powerful hubs represang specific fields will be provided with fi-
nancial support. Account will be taken of the effectiveness and com-
mercialisation of researdindings in the steering of public research,
development and innovation funding, as well as in incentives chan-
nelledbwards research institutes and |

o Al nnovation and service platforms
the public administration plays a role in terms of the functioning of
the markets. Such sectors include mobility as a serkieadth care,
learning and the Industrial Internet. The introduction of new technolo-
gies, digitalisation and new business concepts will be promoted by
legislative means. With the help of open data and the better use of
data resources, favourable condiianill be provided for new busi-
ness ideas. o0

1 European Research Area and Innovation Committee (ERAC) 2015. European
Research Area (ERA) Roadmap 202620.http://era.gvat/object/docu-
ment/1845/attach/ERA_Roadmap st01208 enl5.pdf

o A roadmap for ERA Member States, 202620. The roadmap identi-
fies key implementation priorities that will have the biggest impact on
science, research and innovation systems in Member Statesplto
Member States to put the recommendations into practice. Member
States' progress and national roadmaps will be monitored.

1 OECD 2015. Making Open Science a Realityps://www.innovationpoli-
cyplatform.org/sites/default/files/DSTBTP-TIP%282014%299
REV2 0 0 _0_O.pdf

o0 Presents an overview of open science and the OECD's principles, rec-
ommendations and best practices, which are baseduntry reports
and extensive expert analyses (in which Finland has also been in-
volved). The OECD's recommendations are highly recommended but
not binding.

1T FI RI Expert Group 2013. Finlandds Str
frastructures 201142020.http://www.aka.fi/globalassets/awanhat/docu-
ments/firi/tutkimusinfrastruktuurien_strategia_ja_tiekartta 2014 en.pdf

o Guidelines for the Finnish national research infrastructaystem
and its connections to the rest of the world. To be implemented using
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FIRI funding. The roadmap seeks national and international collabo-
ration, to boost the shared use of infrastructures,@adtivate joint
investment.

1 ESFRI 2011. Strategy Report on Research InfrastructuResdmap 2010.
https://ec.europa.eu/research/infrastructures/silf/strateqy re-
port and roadmap.pdf

o A document that steers European cuttuge research infrastructure
and its funding. Lists both the Commission's tasks and recommenda-
tions for Member States.

1 European Commission 2012. A Reinforced European ReseaeehPartner-
ship for Excellence and Growth (COM(2012) 39&jp://ec.europa.eu/eu-
raxess/pdf/research_policies/@@mmunication_en.pdf

0 One of three papers publishe 2012 outlining the Commission's
aims with regard to open science. The idea is to fully leverage invest-
ments in research and create structures that facilitate researcher mo-
bility. Gender equality is also highlighted.

1 European Commission 2012. Commissiecommendation on access to and
preservation of scientific information (C(2012) 489tips://ec.europa.eu/re-
search/scienesociety/document_library/pdf 06/recommendatamtess
andpreservatiorscientificinformation_en.pdf

o0 The Commission's recommendations to Member States on how to
promote open access to publications and data. Inclutesgbes for
reporting on the followup to the recommendation.

1 Towards better access to scientific information: boosting the benefits of pub-
lic investments in research, COM(2012) 401 finduly 2012 https://ec.eu-
ropa.eu/research/scienseciety/document_library/pdf 06/ecammunica-
tion-towardsbetteraccesgo-scientificinformation_en.pdf

o0 The Euopean Commission's vision on open science. This document
recognises that the playing field is changing, identifies measures that
have already been taken, and lists the next steps in achieving the vi-
sion.

1 United Nations 1947. Universal Declaration of Human Rights
http://www.ohchr.org/EN/UDHR/Pages/Language.aspx?LanglD=eng

0 Article 27 (1)fiEveryone has the right freely to participatehe cul-
tural life of the community, to enjoy the arts and to share in scientific
advancement and its benefits. o

4.2. The objectives of developing open science and research
The main reasons for drawing up and using filaisrework for open sciencee:

1 The Opa Science and Research Initiative's objective is to define the target
state of enterprise architecture in the field of scientific research, and to ex-
pand on and further specify the enterprise architecture descriptions produced
in the project. These desdiigns will act as steering input for other architec-
ture and enterprise architecture projects in the field of science and research
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1 The project will specify &rameworkthat can be used actual research ac-
tivities in all research organisations

1 The Open Sence and Research Initiative's enterprise architecture work de-
scribes the mechanisms that will enable the introduction of an open operating
model into science and research on a practical level. This operating model
should contain a variety of premises égrenness; opennepsomoting con-
tract models and processes; methods for the sustainable management of a
range of dataesourcesnd dataflows; and operating models that meet the
requirements fodigital preservatiorio serve open research and science

1 The key point is that architectural steering will enable the creation of mecha-
nisms that will promote an open operating model whilst also preventing the
closing up andgilo mentalityof science and research.

Theframework for open scienaeeks to create configured functional/technical
overview of open research:

1 Commonly agreed concepts to facilitate discussion

To facilitate communications

To facilitate discussion about roles and responsibilities
To facilitate easy use of services and datources

= =4 4 =

To agree on measures.

Thisframework for open science constitutes the target state tha
enables opening every stage of the research process and

accelerating scientific activities, while supporting a new, agile g
collaborative way of doing science argbearch

The key strategic policies in the field, along with development requirements and ob-
jectives, are listed in more detail Appendix 1, EA tables.

4.3. Business services

Open science and research is supported by a wide spectrum of services. These ser-

vices are roughly grouped under the key stages of the main research process, using

Archimate notation. The main science and research process is described in more de-
tail in Secton 5.1

The model uses the following symbols:
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| <realization>
A use case implements a process stage

<used by>
——— Ause case that

uses a service
( <service> (:)) C <service> (:)) ( <service> (:))
AN

<specialisation> ]
Aspedial caseof a |———————— I
service I
<subservice> () | <realization>
Zealizations I An application service
Rcaazaton I implements a service
An application service, - |
implementsa i |
subservice
( <Application servioe;) ( <Application service;)
<reatization>
_ Aslerwoe |mp|emePtat!on - N <used by>
implements an application I An application service that

service uses a data warehouse

<dataresource> D

A serviceis a functionabusines®ntity that fulfils a particular requirement.
A subserviceis a special case of a service.

An application serviceis alogical information systerservice thats implemened
by anapplication

A service implementationis a serviceealization (application etcthat implemerg
alogical IT service.

A data resourceis a significant dataset that may be either centralised or decentral-
ised.

Highestlevel services are grouped under the following use cases or service pack-
ages:
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Open science and research can be supported tmad bpectrum of services at all
stages of the process. The green rectangles depict the main stages of the research
process, which will be described in more detail later in this document.

The services and their supporting IT systems are described irdetaikein Appen-
dix 3.

The following diagram shows an example of the services and IT systems that support
a specific use case.
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Research projéet-

4.4. Stakeholders

The key stakeholders and actors involved in the processes, activities and services of
open science and research are naturally research organi$atiothénstitutions of
higher education and research institutes in particular:

Other stakeholders are:
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